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Datamining,alsocalledknowledgediscoveryindatabases,incomputerscience,theprocessof

discoveringinterestingandusefulpatternsandrelationshipsinlargevolumesofdata.Thefield

combinestoolsfromstatisticsandartificialintelligence(suchasneuralnetworksandmachinelearning)

withdatabasemanagementtoanalyzelargedigitalcollections,knownasdatasets.Dataminingis

widelyusedinbusiness(insurance,banking,retail),scienceresearch(astronomy,medicine),and

governmentsecurity(detectionofcriminalsandterrorists).

Data-miningtechniques

Therearemanytypesofdatamining,typicallydividedbythekindofinformation(attributes)knownand

thetypeofknowledgesoughtfromthedata-miningmodel.

Predictivemodeling

Predictivemodelingisusedwhenthegoalistoestimatethevalueofaparticulartargetattributeand

thereexistsampletrainingdataforwhichvaluesofthatattributeareknown.Anexampleis

classification,whichtakesasetofdataalreadydividedintopredefinedgroupsandsearchesforpatterns

inthedatathatdifferentiatethosegroups.Thesediscoveredpatternsthencanbeusedtoclassifyother

datawheretherightgroupdesignationforthetargetattributeisunknown(thoughotherattributesmay

beknown).Forinstance,amanufacturercoulddevelopapredictivemodelthatdistinguishespartsthat

failunderextremeheat,extremecold,orotherconditionsbasedontheirmanufacturingenvironment,

andthismodelmaythenbeusedtodetermineappropriateapplicationsforeachpart.Another

techniqueemployedinpredictivemodelingisregressionanalysis,whichcanbeusedwhenthetarget

attributeisanumericvalueandthegoalistopredictthatvaluefornewdata.

Descriptivemodeling

Descriptivemodeling,orclustering,alsodividesdataintogroups.Withclustering,however,theproper

groupsarenotknowninadvance;thepatternsdiscoveredbyanalyzingthedataareusedtodetermine

thegroups.Forexample,anadvertisercouldanalyzeageneralpopulationinordertoclassifypotential

customersintodifferentclustersandthendevelopseparateadvertisingcampaignstargetedtoeach

group.Frauddetectionalsomakesuseofclusteringtoidentifygroupsofindividualswithsimilar

purchasingpatterns.

Patternmining

Patternminingconcentratesonidentifyingrulesthatdescribespecificpatternswithinthedata.Market-

basketanalysis,whichidentifiesitemsthattypicallyoccurtogetherinpurchasetransactions,wasoneof

thefirstapplicationsofdatamining.Forexample,supermarketsusedmarket-basketanalysistoidentify



itemsthatwereoftenpurchasedtogether—forinstance,astorefeaturingafishsalewouldalsostockup

ontartarsauce.Althoughtestingforsuchassociationshaslongbeenfeasibleandisoftensimpletosee

insmalldatasets,datamininghasenabledthediscoveryoflessapparentassociationsinimmensedata

sets.Ofmostinterestisthediscoveryofunexpectedassociations,whichmayopennewavenuesfor

marketingorresearch.Anotherimportantuseofpatternminingisthediscoveryofsequentialpatterns;

forexample,sequencesoferrorsorwarningsthatprecedeanequipmentfailuremaybeusedto

schedulepreventativemaintenanceormayprovideinsightintoadesignflaw.
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Datamining

Data

Theproliferationofnumerouslarge,andsometimesconnected,governmentandprivatedatabaseshas

ledtoregulationstoensurethatindividualrecordsareaccurateandsecurefromunauthorizedviewing

ortampering.Mosttypesofdataminingaretargetedtowardascertaininggeneralknowledgeabouta

groupratherthanknowledgeaboutspecificindividuals—asupermarketislessconcernedaboutselling

onemoreitemtoonepersonthanaboutsellingmanyitemstomanypeople—thoughpatternanalysis

alsomaybeusedtodiscernanomalousindividualbehavioursuchasfraudorothercriminalactivity.

OriginsAndEarlyApplications

Ascomputerstoragecapacitiesincreasedduringthe1980s,manycompaniesbegantostoremore

transactionaldata.Theresultingrecordcollections,oftencalleddatawarehouses,weretoolargetobe

analyzedwithtraditionalstatisticalapproaches.Severalcomputerscienceconferencesandworkshops

wereheldtoconsiderhowrecentadvancesinthefieldofartificialintelligence(AI)—suchasdiscoveries



fromexpertsystems,geneticalgorithms,machinelearning,andneuralnetworks—couldbeadaptedfor

knowledgediscovery(thepreferredterminthecomputersciencecommunity).Theprocessledin1995

totheFirstInternationalConferenceonKnowledgeDiscoveryandDataMining,heldinMontreal,and

thelaunchin1997ofthejournalDataMiningandKnowledgeDiscovery.Thiswasalsotheperiodwhen

manyearlydata-miningcompanieswereformedandproductswereintroduced.

Oneoftheearliestsuccessfulapplicationsofdatamining,perhapssecondonlytomarketingresearch,

wascredit-card-frauddetection.Bystudyingaconsumer’spurchasingbehaviour,atypicalpattern

usuallybecomesapparent;purchasesmadeoutsidethispatterncanthenbeflaggedforlater

investigationortodenyatransaction.However,thewidevarietyofnormalbehavioursmakesthis

challenging;nosingledistinctionbetweennormalandfraudulentbehaviourworksforeveryoneorall

thetime.Everyindividualislikelytomakesomepurchasesthatdifferfromthetypeshehasmade

before,sorelyingonwhatisnormalforasingleindividualislikelytogivetoomanyfalsealarms.One

approachtoimprovingreliabilityisfirsttogroupindividualsthathavesimilarpurchasingpatterns,since

groupmodelsarelesssensitivetominoranomalies.Forexample,a“frequentbusinesstravelers”group

willlikelyhaveapatternthatincludesunprecedentedpurchasesindiverselocations,butmembersof

thisgroupmightbeflaggedforothertransactions,suchascatalogpurchases,thatdonotfitthatgroup’s

profile.

ModelingAndData-MiningApproaches

Modelcreation

Thecompletedata-miningprocessinvolvesmultiplesteps,fromunderstandingthegoalsofaproject

andwhatdataareavailabletoimplementingprocesschangesbasedonthefinalanalysis.Thethreekey

computationalstepsarethemodel-learningprocess,modelevaluation,anduseofthemodel.This

divisionisclearestwithclassificationofdata.Modellearningoccurswhenonealgorithmisappliedto

dataaboutwhichthegroup(orclass)attributeisknowninordertoproduceaclassifier,oranalgorithm

learnedfromthedata.Theclassifieristhentestedwithanindependentevaluationsetthatcontains

datawithknownattributes.Theextenttowhichthemodel’sclassificationsagreewiththeknownclass

forthetargetattributecanthenbeusedtodeterminetheexpectedaccuracyofthemodel.Ifthemodel

issufficientlyaccurate,itcanbeusedtoclassifydataforwhichthetargetattributeisunknown.
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forexample,sequencesoferrorsorwarningsthatprecedeanequipmentfailuremaybeusedto
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Anomalydetection

Anomalydetectioncanbeviewedastheflipsideofclustering—thatis,findingdatainstancesthatare

unusualanddonotfitanyestablishedpattern.Frauddetectionisanexampleofanomalydetection.

Althoughfrauddetectionmaybeviewedasaproblemforpredictivemodeling,therelativerarityof

fraudulenttransactionsandthespeedwithwhichcriminalsdevelopnewtypesoffraudmeanthatany

predictivemodelislikelytobeoflowaccuracyandtoquicklybecomeoutofdate.Thus,anomaly

detectioninsteadconcentratesonmodelingwhatisnormalbehaviourinordertoidentifyunusual

transactions.Anomalydetectionalsoisusedwithvariousmonitoringsystems,suchasforintrusion

detection.

Numerousotherdata-miningtechniqueshavebeendeveloped,includingpatterndiscoveryintime

seriesdata(e.g.,stockprices),streamingdata(e.g.,sensornetworks),andrelationallearning(e.g.,social

networks).


